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[Mpennockinkmn cosgaHma nnatgopmel «boumaH»

B HepaBHem oTyeTe Forrester Wave roBoputcsi, 4To obrnayHble TEXHOMOMMM CTaHOBATCS NPeanoYTUTENbHBIM
crnocobom Asist opraHM3auuii cosgaeatb U MOAEPHU3NPOBATL CBOWU NPUMOXKEHUS U cepBUCHI. [onynspHOCTb
KOHTeliHepoB 1 Kubernetes npogorkaeT pactu, 1, no nporHo3am Gartner, k 2023 rogy 6onee 75 %
opraHusaumin no Bcemy mupy 6yayT 3anyckaTb KOHTEAHEPHbIE MPUIIOXKEHWS B MPOAYKTUBHON cpeae. OToT
MPOrHO3MPYEMbIA POCT AEMOHCTPUPYET LIEHHOCTb 06NaYHbIX TEXHOMOIMI, Takmx kak Kubernetes, ans
KoprnopaTuBHLIX pa3paboTynkoB 1 NT-onepaTopoB, MCNOMb30BaTh PELLEHNS, KOTOPbIE MOMOTYT BbicTpee
co3faBaTb NPUIOXEHUSA 1 yNpaBnaTb cpegammn 6e3 yuiepba ona HagexXHOCTH, TMOKOCTM 1 6e30MacHOCTH.

O6benunHnB ceou MT-OﬂepaLl,l/ll/l ¢ Kubernetes, komnaHum MOTYyT NMNONYYUTb 3HAYUTENbHbIE NPENMYLLIECTBA,
B TOM Yucne:

e obecneynBaTh BbICOKWI YPOBEHb HAAEXHOCTY B 060N UHPACTPYKTYPE;
e  noBbleHVe ahdekTrBHOCTM DevOps ¢ NOMOLLbIO CTaHAapTU3NPOBaHHOW aBToMaTH3aLuuy;

e 0becneynTb NPMMEHEHUE NONUTUK 6e30nacHOCTM B NoGo HPaCTPYKTYype.

OfHako 1crnonb3oBaHue Tornbko ogHoro Kubernetes MoxeT NpMBECTY K HaknagHbIM pacxogam v puUcky,
C KOTOPbIM MOXET CTONKHYTbCS KaKAbI/ 3aKa3uuk:

e  py4yHas HacTpowka koHBenepa CI/CD — BpemMsi 1 cneymanucThbl;

° OTCyTCTBME rOTOBLIX cLieHapreB YAML ans mactabupoBaHus;

e  HeobOXoAMMOCTb MHTerpauumn yoobHon naHenu ynpaeneHus Knactepamu;
e  HeT paclMpeHHbIX NONUTUK Be3onacHoCTy;

e  OTCYTCTBUE BEHOOPCKOMN NOAAEPKKM C (PUKCUPOBaHHBIM SLA.

MHCprMeHTbI I'IJ'IaTCboprI ana ynpasneHuna supTyarbHbIM YaCTHbIM 00nakoM AOMKHbI NOKpbIBATb:

° ynpoLleHHble KnaCcTepHble onepaunn: noBbilLEeHNE Sd)d)EKTI/IBHOCTVI DevOps 3a CHeT ynpoLweHHbIX
KNnacTepHbIX OI'IGp&LI.I/II;I;

° cornacoBaHHY NOJINTUKY Be3onacHoCcTU n ynpaslieHne nosib3oBaTenaMu;

e  BbICOKU YPOBEHb HAOEXHOCTM NPY NPOCTOM U NOCMeLoBaTeNbHOM AOCTYNE K 0OLLMM MHCTPYMEHTaM
n cnyxbam.
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OnucaHune nnatgopmbl «boumaH»

Mnatdopma "BoumaHn" — rnbpuaHas obnayHas nnatdopma KOHTeNHepu3aummn ons ynpasneHus
MynbTuKnactepamu Kubernetes, kotopasi npeocTaBnseT cneayoLme Knoyesble pyHKUnm:

e  HaCTpoeHHbIN koHBewnep CI/CD;
e ygoGHasa naHenb ynpaeneHus Ha 6ase Prometheus n Grafana;

e nonutuka 6e3onacHOCTU 1 ynpasneHne nonb3oBaTensamm — paclumpenHbin RBAC, CIS Benchmark
n Alertmanager;

e KaTanor NpuroXeHun n Habop MHCTPYMEHTOB 4SS pa3paboTyYnNKOB;

BeHAOpCKas nogaepxka B cooTBeTcTBUM € SLA.

Mnatdpopma «BoumaH» no3BonseT ynpaBnaTe MynbTy Knactepamum kubernetes ¢ Habopom roToBbIX
WHCTPYMEHTOB AJ151:

e  pasBepTbIBaHUS;
e MOHUTOPWVHra;

e  GanaHCUpOBKU HArpy3ok;

e  aBTOMacLITabUpoBaHUS;

e  CTpOruMx nonutuk 6esonacHocTy;

e  pEe3epBHOrO KOMUPOBaHUSI.

OfHO 13 KIYEBbIX NMPEVMYLLIECTB PELLEeHNsT — 3TO NOAAEPKKA OT paspaboTymka NporpamMmmMHOro
obecrneyeHusi, YTO NMO3BOSUT 3aKasunkaMm UMETb peLleHne ¢ cornacoBaHHbiM SLA Ha pelueHne UHUUOEHTOB.

PasBopaunBaHue nnatgopmbl «boLmaH» B YacTn apXUTEKTYPbl — BO3MOXHO KakK B:
e Axpekc Obnake;
e  Ha vHdpacTpykType 3akasynka (Bare Metal);

e  MporpamMHo-annapaTHbI/ KOMMNNeKc Ha 6a3e NHPPaCTPyKTypbl AKBapuyc.

B cocTaBe pelueHust nnatopmbl «BoLMaH» UCNonb3yTCA UHCTPYMEHTBI OTKPBLITOro NPorpamMmmHoOro
obecneyeHusi, NO3BOSOLLME BbIMOMHATEL TakvMe onepaummy no ynpasneHuto MynbTu knactepamu Kubernetes,
Kak:

e  Provisioning;

O6GHoOBMNEHUS;

Bakan;

TecTtupoBaHue;
RBAC.

Mpn 3TOM, NONL30BATENLCKUA NHTEPGENC NO3BOMUT UCMOMbL30BATb:

° KaTanor NpunoXeHuin;

° Kubectl;
° AP|;
e CLL
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CpaBHeHune nnatgopm

B aTOoM aHanuse mbl UCMOMb3yeM «LUap», YTOGbl NMPOUMNIOCTPMPOBAaTb, Kak CPaBHMUBAKOTCS PeLLEHUs!
OT pasHbIX BEHOOPOB MO KaTeropusim:

@® — «NonHbIN Lap» oTpaxaeTt ny4yllne nokasaTtesiv B CBOEM Kracce B aToMN KaTteropuwu,

— «Liap B TPU YeTBEPTU» NPUCYKOAETCs BTOPOMY MECTY B 3TOW KaTeropuu;

)
@ — «nonyLwap» UNCTPUPYET NPUEMIIEMbIE BO3MOXHOCTU B 3TOW KaTeropuu;
® — «4yeTBEPTb LWapa» OTpaxaeT cnabble BO3MOXHOCTU B 3TOW KaTeropuu;

O

— «I'IyCTOVl Lap>» yKa3blBaeT Ha TO, 4YTO nnaTq)opma He obnagaeT TEXHOMNOrNSMU B AaHHOM KaTteropuu.

1. Onepauunm ¢ knactepom

Onepauus «BoumaH» Openshift Tanzu
[MpocToTa yCTaHOBKW, HACTPOWKN ° ° °
1 obcnyxnBaHus
VHTYUTMBHO MOHATHBIN

- o ) ® ]
Nonb30BaTENbCKUIN UHTEPdENC
MynbTrobnayHocTb ® “) )
MynbTuknacTepbl ® o )
Edge NMopaepxka ® ¢ ¢
Moppepxka Hosted Kubernetes () @ o
Bare Metal, OpenStack & vSphere °® ) Qo
MIMMNopT CyLLECTBYOLLMX KNacTepoB ) 9 ]
Bbicokas 4OCTYyMHOCTb () ® 9
BanaHcumpoBka Harpysku () o o
LleHTpanu3oBaHHbIN ayguT ® ) o
CamoobcenyxumsaHue Provisioning ° o o
JInyHbIV peecTp u yrnpasneHne

° ° ®

n3obpaxeHnsMun
OOGHoBRNEHNs KnacTepa v ynpasneHne ° ° 0
BEpCUAMHU
Mopaepkka XxpaHeHus ) o ([ ]
Mopnepxka apxutekTypbl ARM ® O O
Moppepxka Airgap () 9 9
ETCD Pe3sepBHOe KonvpoBaHue ° 9 °

1 BOCCTaHOBI1EHME
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2. NonuTtuka 6e3o0nacHOCTM 1 ynpaeBfieHne Nonb3oBaTenamMm

Onepauusn «BoumaH» Openshift Tanzu
AKTUBHasi AMPEKTOPUS 1 NogaepKKa ° ° °
LDAP
MonuTrkn 6e3onacHocTn ceTn

() 9 @
1 NOAOB
CobntofeHne 1 oTcnexveaHme
CIS Benchmark ® ° o
MmobanbHble RBAC nonutuku ® o )

3. IHCTpYMEHTbI N cepBUCHI

Onepauus «BoumaH» Openshift Tanzu
Kartanor npunoxeHun ® ® Qo
Provision ¢ koHburypaTopom ® o o
WHTerpauusa ¢ peweHuamm CI/CD ® ® o
PacluvpeHHbIi MOHUTOPUHT ® ® o
OnoBeLLeHUst 1 yBEAOMIIEHMS °® ° ¢
OTnpaBneHne BHELLHNX JIOroB () () o
Moppepkka UHTErpPUPOBaHHOIO
Service Mesh ® ° ®
SLA Enterprise ypoBHsi ® o Qo
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3.1 Onepauum ¢ Knactepom

3.1.1 MNMpocToTa ycTaHoBKU, KOH(PUrypupoBaHMsa 1 0BCAyXnBaHWS:
e «Bbouyman» — 4

e  OpenShift —» 3

e Tanzu —3

«BoumaH»

«BboumaH» paboTaeT B nto6om ceptudmummpoBaHHom auctpubytuse Kubernetes — ot obnaka go sigpa
1 Ha nepudepumn. [Ins norpaHnYHbIX pasBepTbiBaHUN «bouMaH» He Hy>XHbl kKoHTenHepbl Docker npu
NCNONb30BaHNM C TakumMu anctpmbyTtneamu, kak K3s u Cluster API. BoumaH MoXeT ncnonb3oBartb
onepauunoHHy cuctemy, Takyto kak Ubuntu, RedOS, Astra 4to6bl nomoyb 3anyctutb Kubernetes Hanbornee
adpheKTUBHbIM 13 BO3MOXHbIX cnocoboB. Kubernetes Cluster API ncnonb3yeT cuHTakcuc KoHdurypaumm,
pa3paboTaHHbIV Ansg obecneyeHns Npo3pavyHOCTU U JUHAMUYECKON PeKoHUrypaumm knacrtepa

©e3 npocToes.

OpenShift

OpensShift Container Platform (OCP) cocTtouT n3 ycTaHOBOYHOro 6uHapHoro carina, Kotopblii paboTaeT

¢ Terraform n HaGopom ckpunToB Ansi passepTbiBaHna OCP4. PykoBOACTBO MO yCTaHOBKE NPefoCTaBMnsaeTcs
st NOCTaBLLMKOB 06LLIe[OCTYMNHbIX M YacTHbIX 06M1a4HbIX CEPBUCOB, Hapsady C PyKOBOACTBaMU Anst bare metal
n «noboro Apyroro NocTasLUMKa». YCTaHOBLLMKaM o6riaqHbIX NpoBangepoB TpedyeTcsa JocTyn
agMUHUCTPaTopa K cpede A Co34aHus pecypcoB, HO MOCIe 3aBEPLUEHUS YCTAaHOBKM OHU MOryT paboTaTb
6e3 gocTtyna agMmuHucTpaTopa. lNpocTon 3anyck GuHapHOro ¢harna, NoCKonbKy BO BpeEMs 3anycka AOCTYMHO
MUHUManbHOE KONMYECTBO ONUUIA NS HAaCTPOWKKM kractepa. Besa HacTporika npoucxogut ns OCP4 nocne
TOro, Kak knacrep nogknoyeH k cetn. OCP4 TpebyeT MUHMMYM TpU HOAbI yNpaBreHus u ase unu donee
paboune HoAbl, NIOC 3arpy304HY0 HOAY AN YCTaHOBKM, KOTOPasi MOXET ObITb yaaneHa nocre noaknioyeHus
knactepa k ceTn. Hoabl bootstrap u control plane gomkHel paboTtatb noa ynpaeneHnem Red Hat Enterprise
Linux CoreQOS.

Tanzu

Tanzu Kubernetes Grid Integrated Edition (TKGI) noctaBnsieTcsa ¢ MHCTannaTOpOM, KOTOPbI 3anyckaeTcs
C nokanbHoro KomnbtoTepa. YctaHoBka knactepa ynpasneHus TKG v knacTepoB NpUoXeHWn nponcxoamT
yepes rpadmyecknii UHTepdENC YCTaHOBLUMKA U C MOMOLLIbH AVPEKTUB KOMAaHOHOW CTPOKMU, KOTOpbIe
ncnonb3yoT dann KoHdpurypaumm YAML. Knactepbl MoryT 3anyckatbCcs TONbKO Ha Hogax vSphere, Amazon
EC2 unu Microsoft Azure. HuxecToswume knactepsl Kubernetes yctaHasnusatotcs Toneko Yyepes CLI.
O6HoBneHus npuessaHbl k Bepcun TKGI CLI n TpebytoT, 4ToObl NoNb3oBaTeENN 3arpyxanun n yctTaHaenmeanm
BMpTyarnbHble MallvHbl U WabnoHbl 6a30Bbix 06pa3oB nepes BbiNofHEHMEM 06HOBMEHNEM KrnacTepa .
VckntodeHnem 13 aTux npasun SBAseTcs criydan, korga B cpefe ucnonbdyetcs Tanzu Mission Control (TMC),
SaaS-npeanoxeHne VMware gnsi ynpasneHus knactepamu. Ecniv ato Tak, To TMC gencTByeT Kak knactep
ynpaBneHns n MOXeT NpeaocTaBnsaTh HkecToswme knactepbl TKG 1 ynpaBnatb nmu.
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3.1.2 Intuitive Ul — MHTYMUTMBHO MOHATHbINA NOSNb30BaTENbLCKNUIA MHTEpPENic:
o «bouyman» — 4
e  OpenShift —» 4

e Tanzu—3

«BoumaH»

OGHoBMEeHHLIN nHTepdenc «boLMaHay No3BonseT Nonb3oBaTensiM ObICTPO pa3BepTbiBaTh KNacTepbl
Kubernetes n HaumMHaTb ynpaenaTe UMK NpakTnyeckn 6e3 HeobxoaumocTtn obyyeHunss. OH Obin paspaboTaH
C CMnonb3oBaHMEM MOAX04a, OCHOBAHHOMO Ha foruke, A4St CMArMeHnst U ONTUMU3aLUM CIOXKHbBIX KOHLIEMLMIA
n pabounx npoueccor Kubernetes, 4to no3eonseT ucnonb3oBatb Kubernetes B opraHmsauum

6e3 npeaBapuTENbHOM MNOLTOTOBKM.

OpenShift

Monb3oBaTtenbckuin nHTepdenc OpenShift npocTon n NoHATHLIA. O6LIMe paboymne NpoLecchl HaxXoaaTCs
B BEPXHEN YacCTu MEHI0, 1 NEerko AOCTYMNeH AOCTYM Kak K CTaH4apTHbIM paboynm npoueccam Kubernetes,
TaK M K Tem, KoTopble yHuKanbHbl anst OpensShift.

Tanzu

KGI He nocTaBnsieTcsa ¢ MHTepdericom ynpaeneHus. Bmecto atoro VMware npegnaraet BusyasnbHoe
ynpasreHue Krnactepom C nomoLlblo SaaS-npoaykra nog HassaHvem Tanzu Mission Control (TMC).

TMC sBnsieTcs YacTblo obnayvHbix cepsuco VMware. TMC nmeeT xopoLluo npogyMaHHbI Nonb30BaTenbCKui
NHTepdenc, KOTOPbIN NOCTaBMASETCHA B ABYX BEPCUSAX: CTaHAAPTHOM 1 pacwmpeHHon. Ctangapt TMC
COOEPXKUT COKpaLLEeHHbI Habop hyHKUMIA And ynpaBneHns 6€30MacHOCTbI0 U MONUTUKaMU ANS ynpaBrneHus
poctynom Ha ocHose ponen (RBAC), ksoT, CIS Benchmark n gpyrux BaxHbix obnacTten.
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3.1.3 Intuitive Ul — MHTYMUTMBHO MOHATHbINA NONb30BaTENLCKNIA MHTEpPdeNic:
o «bouyman» — 4
e OpenShift —» 3

e Tanzu—3

«BoumaH»

«bouman» npeactaensieT Hanbornbllee KONMMYECTBO BapnaHToB pa3BepTbiBaHMs Kubernetes. OH moxeT
NpeaoCcTaBnAaTb pa3MeLLEeHHbIE PeLleHNs B OCHOBHbIX 06MayHbIxX npoBangepax. OH MOXET NpeaoCcTaBnsTh
BbIYMCIIMTENbBHbIE PECYPChI MOOro npoBangepa, 4ns KOTOPOro CyLLECTBYHOT ApaliBepbl AN paHTariMa
containerd, a 3atem yctaHaBnueaTtb Kubernetes B 3Ty cpeay. OH MOXEeT UMNOPTUPOBATb CYLLECTBYHOLLME
knactepbl Kubernetes, paboTatowme Ha nobom nposangepe. «bouman» Takke npegnaraet onuumio bare-metal
anst ycraHoBku Kubernetes Ha nobyto cuctemy, co3gaHHyo ¢ MOMOLLbIO APYrMxX CPeacTB, Takmx Kak Ansible,
Terraform, Puppet, Chef u gp.

OpensShift

OpenShift npegoctaBnsieT pykoBoacTBa no yctaHoske ana AWS, GCP, Azure, IBM Cloud n VMware Cloud.
Kaxabl knactep OormkeH ObITb yCTaHOBMEH HE3ABUCUMO OT APYrMX U CyLLEeCcTBOBaTb aBTOHOMHO.

HeT BO3MOXHOCTM pa3BepTbiBaHNs pabounx HOA B HECKONbKMX obnakax onsg ogHoro knactepa. Bee Hogpbl
ynpaBneHnst 4OMmKHbl paboTaTe nog ynpaeneHnem Red Had Enterprise Linux CoreOS. EgMHCTBEHHOE
ony6nnkoBaHHOE peLleHne Ans coeanHeHus paboyumx Harpy3ok B pasHblx Kractepax ucnonb3yeT Submariner,
NPOEKT, COBMECTHO pa3paboTaHHbI MHxxeHepamn SUSE n Red Hat. OtcytctBre Kubernetes n arHoctuumam
anctpubytnea OC B OpenShift npogomkaeT npeacTaBnATb yrpo3y GrIOKMPOBKU NS KITMEHTOB.

Tanzu

Tanzu — 370 MHOroknacTepHoe 1 MHoroobnavHoe petllueHune, obecneynsaroLlee cornacoBaHHyo paboTy.
OpHako ero camble cunbHble yHKUMM, Takme kak Tanzu Mission Control (TMC), npegocTaBnsoTcs TOMNbKO
Yepes onuun SaaS. 3To NoBbILWAET pUck lock-in 1 3aTpyaHseT cmeHy nnatdopmbl B 6ygywem. Kpome Toro,
noaaepXnBaeTcs TONbKO YacTb NpoBangepos ny6nmMyHoro obnaka, YTo orpaHnymMBaeT Bblbop 3akas4yuka.
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3.1.4 Multi-cluster:
o «bouyman» — 4
e  OpenShift — 2

e Tanzu—3

«BoumaH»

«bouman» npegoctaBnseT pyHKUMOHaNbHOCTL Kubernetes Yepes nonb3oBatensckun nHTepdenc n API.
3710, B CBOIO 0vepedb, MO3BOMSIET NONb30BaTENSaM B3aumogencteosath ¢ Kubernetes, He 3Hag, roe

OH Haxo4uTCs U Kak OH HacTpoeH. Kpome Toro, «boumaH» abcTparvpyeT pecypcbl, cneunguyHblie Ans
obrnaka, Takue Kak yrnpasreHue ngeHTudukaLmen n OCTynom, U ymeHblLaeT 6roKMPOBKY, NO3BOSISS
onepaTtopaM NpMMeHATb CTaHAapTHblE NONMTUKM BEe30NacHOCTM ANA KnacTepos, paboTaloLwmnx B pasHbix
obnakax. «boumaH» Takke ncnonb3yeTt Longhorn gns xpaHunuiia gaHHbIx 1 obecrneveHmns nepeHoca
NpUnoXeHun mexagy obnakamu nytem NnpefocTaBneHns CTaH4apTHOrO MHTepdeca k 6a3oBbIM 3fIEMEHTaM
Kubernetes.

OpenShift

KnunenTbl Red Hat moryT ynpaenatb Heckonbkumn knactepamu Kubernetes Tonbko ¢ nomowsto Red Hat
Advanced Cluster Management for Kubernetes, 4ONOMHUTENBHOW NIIATHOW YCYr MOAMUCKMU.

Tanzu

Tanzu Kubernetes grid moxeT pa3sepTbiBaTb 1 NOAAEPKMBATL HECKOSBKO KracTtepoB ¢ nomolubio Cluster API
C OTKPbITbIM MCXOAHBIM KOOOM. OTO BKIMOYAET foKanbHble KnacTepsbl, paboTatowwme B vSphere, n knacTtepbl,
paboTatowme B obnadvHomn nHppacTpyktype Amazon EC2 vnu Microsoft Azure. Kpome Toro, Tanju Mission
Control MoxxeT MMNopTUPOBaTL CYLLIECTBYOLLME KNACTePbl, YTO SABMASETCS €4UHCTBEHHLIM Cnocobom
NOAAEPXKKM NOMyNspHbIX pa3MmeLleHHbIx peweHnin Kubernetes, Takmx kak Amazon EKS, Google GKE

unun Microsoft AKS.
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3.1.5 Edge Support:
o «bouyman» — 4
e OpenShift - 1

° Tanzu — 1

«BoumaH»

K3s — ato obneryeHHbi guctpnbytmne Kubernetes, nepeoHavansHo paspadoTaHHbii SUSE ans pabotsl
B yOaneHHbIX cpefax ¢ orpaHun4eHHbiMmn pecypcamu. B aBrycte 2020 roga K3s Obini NPUHAT B KayecTBe
npoekta CNCF Sandbox ons ganbHenwwero NpoABWKEHUsI €ro B Ka4ecTBe Hanbonee LWMpoKo
pacnpocTpaHsiemoro guctpudytmea Kubernetes B ceoem poge.

Continuous Delivery (CD) — Fleet n paclmpeHHble BO3MOXHOCTM HabrnoaeHus obecneymBsatot
MaKCuMarbHYI COrfacoBaHHOCTb Krnactepa v onepaTUBHOE MOHMMaHue OT sapa Ao obnaka v norpaHnYHbIX
obnacTten. Kpome Toro, Fleet nossonsiet boumaH nogaepxusatb 4O MUMNMMOHA KNAcTePOB C OOHOW KOHCOMU
CO BCTPOEHHBIMU BO3MOXHOCTSIMU 6e30nacHOCTK, ncnonb3ysa nobon auctpubytue Kubernetes,
ceptnduumpoBaHHbii CNCF. BoamoxkHa HacTporka ArgoCD unm gpyron cuctemei.

OpenShift

Mooxon RedHat k 3anycky Kubernetes cooTBeTCTBYET €€ TEXHUYECKUM U KOMMEPYECKUM OrpaHUYeHUsIM.
Mopaepkka HECKOMNbKMX KNacTeEPOB M3 OAHOM KOHCONU — HoBas KoHuenuusa ans RedHat, a OpenShift
npofoskaeT NprBs3bIBaTb CBOMX MONb3oBaTenei k ceptuduumpoaHHomy auctpmudytmnsy Kubernetes. Viges
Kubernetes Ha rpaHuue 3akniovaeTcs B pa3BepTbiBaHWM NMOrPaHNYHbIX LLEeHTPOB 06paboTKmn AaHHbIX Nog
ynpasnennem OpenShift, koTopbi ynpaBnsieT «k HEMbIMUY» KOHEYHBIMU TOUYKAMMU.

Tanzu

Uctopus Tanzu edge noctpoeHa Ha 6a3e vSphere Remote Office Branch Office (ROBO), B koTopoMm
LeHTparbHOe pa3BepThiBaHMe LieHTpa 06paboTkun aaHHbIx vCenter ynpaenseT nepudepuinHbiMU TOHKaMu,
paboTtatowmumm nog ynpaeneHnem vSphere ¢ asyxyanosbiM krnactepom VSAN. OTu cpeabl, B CBOK ovepeab,
paboTatoT nog ynpasneHunem Tanzu Kubernetes Grid n yganeHHo ynpaenstwTtcs SaaS-peweHusmn Tanzu
Mission Control u Tanzu Observability.
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3.1.6 Hosted Kubernetes Support — nogaepxka Kubernetes Ha xocTuHre:
o «bouyman» — 4
e OpenShift - 1

° Tanzu — 2

«BoumaH»

«boumaH» noggepxuBaeT pasBepTbiBaHUe B yrnpasnsemble pelleHns Kubernetes ot Yandex. Ecnn
nonb3oBaTerib 3axX04eT pa3BepHyTb KnacTep ¢ HOBbIM NPOBaiAepoOM, OH MOXET MMMOPTMPOBaThL Apansep
Onsi 3TOro npoBangepa HenocpeaCTBEHHO M3 NOMb30BaTeNbCKOro MHTepderica. «boumaH» npegoctaBnseT
onepaTopam NosiHoe yrnpasrieHNe XU3HEHHbIM LIMKIIOM KracTepoB 13 0OHOro okHa. «boumMaHn» Tenepb MmoxeT
NMMNOPTUPOBATL, NPEAOCTaBNATb, 0GHOBMATL, KOHPUIYpMpoBaTh U 3aluuLLaTb KNacTepbl BO BCEX TPEX cpedax
HEenocpeaCcTBEHHO C NMOMOLLb0 OGHOBNEHHOTO YHUMULMPOBAHHOIO, MHTYUTUBHO NMOHATHOMO
nonb30BaTenbCKoro nHTepdenca «bouman».

Kpome Toro, ynpaensiemble «boLMaH» pa3BepTbiBaHUS NOAAEPKMBAIOT LWAGIOHN3ALMI0 U CKaHPOBaHNe
atanoHoB CIS ons nogaepkaHus BbICOKOro YpoBHsi 6e30nacHoOCTy.

OpenShift

Red Hat OpenShift — 3To ogHOkNacTepHoe pelueHne 6e3 noaaepkn pasmMeLleHHbix pewennn Kubernetes
OT Kakoro-nvbo noctaswmka. 3a gononHuTenbHyto nnaty Red Hat Advanced Cluster Management

for Kubernetes (ACM) MoXeT umMnopTnpoBaTh 1 yNpaBnaTe NPeaBapuUTenbHO CO34aHHbIMY KnacTepamm

Ha EKS, GKE, AKS 1 IBM Cloud. OgHako OH He MOXET co3faBaTtb, OOHOBMNATb UMW yAANAaTb KnacTepbl

Ha 3TuX nnartgopmax.

Tanzu

Tanzu Mission Control nogaepxvBaeT ynpaBneHue pa3melleHHbiMy knactepamu Kubernetes, HO He MOXeT
nx pa3BepTbiBaTb UNW yaansaTe. BMecTo aToro knactepbl AOMKHbI ObiTb CO34aHbl HEMOCPEACTBEHHO
Yy XOCTUHr-nNpoBaraepa, a 3aTemMm UMNOPTUPOBaHbI.
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3.1.7 Bare Metal, OpenStack & vSphere:
o «bouyman» — 4
e OpenShift —» 3

° Tanzu — 2

«BoumaH»

«BoumaHy nocTaBnseTcs ¢ ApanBepamu Ans pa3BepTbiBaHUS B 0ObIYHbIX 0OMNaYHbIX NpoBaaepax, Takux

kak Yandex, VK. «boumaH» Takxe nogaepxveaeTt noboro obnayHoro npoeangepa, 418 KOToporo cyLectsyeT
aparieep containerd. OH Takke NoCTaBNsIeTCs ¢ ApariBepamu Anst vSphere, 4To No3BosisieT Nofb3oBaTensim
3TMX TexHornorun paseepTbiBaTe Kubernetes Hapsoy co CBOMMYM CyLLECTBYOLLMMM BUPTYarbHbIMU MallMHAMU.
Oewxky «boumaH» Kubernetes TpebyeTtcs Tonbko aparieep containerd, 4To genaeT ero nogxoAaswmum Aansi
pa3BepPTbIBAHWSA Ha «rofioM Xernesey nobdoro aAncTpmbytnea Linux.

OpenShift

OpenShift nogaepxmBaeT pa3BepTbiBaHe Ha bare metal n vSphere.

Tanzu

Tanzu passepTbiBaeT knacTepbl Kubernetes Ha nHdpacTpykType vSphere. vSphere Takke moxeT
pas3BepTbiBaTh Ha ynpaensaembix vSphere xoctax ESXi ¢ nomoLblo coOOCTBEHHbIX paclumpenun VMware,
KOTOpble 3aMeHSI0T KOHTENHEPHbIV ABMXKOK 1 cTaHAapTHbIN kubelet Kubernetes.

3.1.8 ilmnopTupoBaHume CyLeCTBYOLNX KNacTepoB:
e «Bbouman» — 4
e  OpenShift - 3

° Tanzu — 3

«BboumaH»

«boumaH» nmnopTupyeT cyLlecTByloLLme Knactepbl Kubernetes, genas nx oocTynHbIMU ANs yipaBneHust

B MOMb30BaTENbCKOM UHTEpPdEeNnce. OTu KrnacTtepbl MOryT ObiTh 3anyLleHbl B obnake, y pasmveLleHHoro
npoBangepa, Ha «royioM XXernese» UM BUpTyanbHbIX MalLuMHaxX Uy Ha ntobon gpyron nnatgopme. Ecnv

B KnacTepe 3anyLlieHa obHoBneHHas Bepcusi Kubernetes, «boumaH» MoXxeT MMnopTMpoBaTh ee 6e3 Kakux-
nnbo gononHuTenbHbIX Aencteuii. OgHako, ecnu B KnacTtepe 3anylieHa HecTaHgapTHas Bepcusa Kubernetes
(OpenShift, Tanzu u T1.4.), ona ynpaenexusa «boumaHy» notpebyeTtcst HekoTOpas JOMONMHUTENbHAs
KOHdourypaums.

OpenShift

Red Hat ACM (mononHuTeneHasa nnaTHas ycryra) MOXeT UMNOPTUPOBAaTh CyLLIECTBYOLLME KacTepbl
OpenShift.

Tanzu

Tanzu Mission Control (TMC) moxeT MMnopTMpoBaTh KnacTepbl OT BHELIHUX nocTaBmkoB. TMC —
3TO TOMNbKO SaaS-pelueHue.

3.1.9 High Availability:
e «Bbouman» — 4
e OpenShift —» 4
e Tanzu —3
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«BoumaH»

«BoumaH» no3sonseT nonb3oBaTento BbIOpaTh KOHUrypauuio yanos aAns control plane, etcd and workers,
no3Bornss BblOpaTe KOHUIypaLumio BbLICOKOM JOCTYMHOCTU, KOTOpas fydlle BCEro COOTBETCTBYET ponu
KnacTtepa B opraHusaumu. [Nnatgopma Takke No3BonsieT nosib3oBaTento BblopaTth, B KAKOW 30HE AOCTYMHOCTH
OyayT paboTtaTb Hogbl. KnacTtepsl, pa3sepHyTbie ¢ nomoLlbto Cluster API, MoryT ObiTe AUHaMUYECKM
nepeHacTpoeHbl Ha KoHdUrypaumm n3 3, 5 1 7 y3nos Nno Mepe U3aMeHeHust NoTpebHOCTEN opraHn3aLuin.

MpoBavigep obecnevmBaeT BbICOKYH AOCTYNHOCTb U BOCCTAHOBIEHUE HOA Ha YPOBHE BMPTYarbHbIX MaLUMH:
control plane, etcd and workers.

OpenShift

Bcerga passepTbiBaeT BbICOKOAOCTYMHLIN knacTep Kubernetes ¢ Tpemsa Hogamu ans control plane un eted,
He3aBMCMMO OT paboymx HoZ.

Tanzu

PassepTbiBaHne Kubernetes B Tanzu nmeeT gBa BapraHTa no ymonyaHnio — paspaboTka nnv npoaykTuB.
Knactep pa3paboTku nmeeT 0QHOHOAHYO MIIOCKOCTb ynpaeneHus / single-node control plane,

a NPOAYKTUBHbIN KnacTep MMeeT 3-XHOAHYI0 MIOCKOCTb yrpaeneHus. Mpu paboTte B obnayHom cpeae
NPOAYKTVBHBIN KNacTep Mo YMOMYaHWI0 pasMeLLaeT KaxKayo Hody B OTAENbHOW 30HEe AOCTYMHOCTY.
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3.1.10 Load Balancing / 6anaHcupoBKka Harpy3Ku:
o «bouyman» — 4
e  OpenShift — 2

° Tanzu — 2

«BoumaH»

KnacTepsbl, ycTaHOBMNEHHblEe «BoLMaHOM» Ha BblYMCNUTENBHbLIX HoAaX, BktovatoT koHTpornep NGINX Ingress
ansa 6anaHcupoBku Harpysku. Ecnn «boumaH» pasBepTbiBaeT KnacTep Ha XOCTUHI-NpoBanaepe, KOTopbIn

He yCcTaHaBnmMBaeT ingress controller / KOHTpONMAEpP UHrpecca No yMomyaHuio, Katanor NpUnoxXeHni «boumaH»
1 nHTerpauus Helm no3sonsitoT ycTaHOBMTL ingress controller ogHUM LenykoM Mblwu. Takke byoeT
ycTaHoBrieHa cnyx6a Load Balancer Service ons KoHkpeTHOro nposarigepa no Heobxoammoctu. Bece
CTaHOapTHble pelleHns n banaHcmMpoBKa Harpyskm (Bkmoyas wino3sbl APl 1 crnyxebHble ceTn) COBMECTUMBI

C Knactepamu, pa3sepHyTbiMu B «boumaHey.

OpenShift

OpenShift ucnonbayet cobCTBEHHbIN MPOrpaMMHbIA pecypc 6anaHCUpPOBKM Harpysku, HasbiBaeMbin Route.

OH BepneT cebs kak Ingress, Ho cyllecTByeT Tonbko B OpenShift u He nepeHocKTcsA Ha Apyrue knactepbl
Kubernetes. KoHTponnepbl OpenShift Ingress ynpaenstoTcs onepatopom Ingress. OH pa3BepTbiBaeT
CTaHAapTHbIN 6anaHCcMpoBLLMK Harpy3kn Ha ocHoBe HAProxy ans o6paboTtku 3anpocoB Route u Ingress.
OpenShift 3anonHsaeT npoctpaHcTBo API, pasmeltasa Route (pecypc, cneuundumyHbin ana OpenShift) nog "v1",
YTO co3aaeT BnevatrieHne, 4to 310 06bIvHLIN pecypc Kubernetes. Korga nonb3oBaTens co3gaet Ingress
(ctaHpapTHbI pecypc Kubernetes), OpenShift ucnonbayet MHCTpyKUMIO AN co3aaHusa Route BMeCTo Hero.
OTa nepekpecTHas CBA3b YCIOXHSET NCMonb3oBaHme Tex xe MaHudecto Kubernetes B knactepe, oTNMYHOM
ot OpenShift.

Tanzu

YctaHoBku Tanzu Kubernetes Grid Integrated Edition (TKGI) Ha vSphere nnn VMware Cloud Ha AWS

no ymonyaxuio nonyyarotT NSX Advanced Load Balancer (ALB) Essentials Edition. 370 pelwueHne ans
GanaHCcMpOoBKM Harpy3kn YeTBEPTOro YPOBHS, KOTOPOe BkNtoyaeT B cebs onepaTtopa Kubernetes ans
yMpaBreHns XXU3HEHHbIM LIMKNIOM 6anaHCMPOBKM Harpys3ku 1 BXogdaLWmMX pecypcoB B knactepe Kubernetes.
K coxaneHuto, NSX ALB TpebyeT oTaenbHOro KOHTponnepa v KoHgurypauum knactepa, 4to cosgaet
OOMONHUTENBHYIO Harpy3Kky Ha onepauunoHHyto komaHay. Bepcus Essentials Edition npegnaraet
OrpaHUYeHHbIV Habop pyHKUMA. TemM He MeHee, ecriv o4Ha pas3BepHyTas cpega 3axo4veT MCMonb30BaTh
paclumpeHHble yHKLmKn koHTpornepa Avi (NSX ALB), kaxxgasi nogkntodeHHasi cpea AoimkHa ObiTb
3anuueH3npoBaHa Ans NoAAEPXKKM yHKUMIN koHTponnepa Advanced unu Enterprise.
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3.1.11 LleHTpanu3oBaHHbI ayauT:
e «boumaHn» — 4
e OpenShift —» 3

e Tanzu — 2

«BboumaH»

«BoumaHy» 06HOBMIT CBOM BO3MOXHOCTU BEAEHMS JTIOTOB 1 Tenepb UCnonb3yeT onepatop Loki ansa BegeHus
NOroB Ha Bcew nnatdopme.

OpenShift

OpenShift moxeT peructpupoBatb Bce B3ammogencTausa ¢ OCP API, Bkntovas Teno 3anpoca, oTBeTa

N MeTadaHHble. OTa MHOPMaLUS 3anucbiBaeTCs B haisbl U MOXET ObiTb 3anpoLLeHa C NOMOLLbH
komaHabl OS. [Ins aToro Heobxoammo 3HaTb xocT v logfile anst 3anpoca. OpenShift Takke nogaepxusaeT
cTaHgapTHoe npoTtokonupoBaHue AP, goctynHoe B Kubernetes.

Tanzu

TKG noctaensietcs ¢ Fluent Bit gna c6opa v nepechbinky noros. Jloru moryT otnpaenatbes B Elasticsearch,
Kafka, Splunk, syslog nnu koHeuHyto Touky HTTP. OH Takxe nepegaeTt HekoTopble meTpukm B Prometheus

n Grafana. Pa3sBepTbiBaHMe 1 HacTpoika Fluent Bit — aTo py4HoI npouecc, KOTOpbI A0MMKEH MPOUCXOONTb
Ha Kaxkgom knactepe Kubernetes.
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3.1.12 Self-service Provisioning:
o «bouyman» — 4
e  OpenShift — 2

° Tanzu — 2

«BoumaH»

«boumaHn» ncnonb3yeT AeTanM3npoBaHHYO CXeMy pa3peLUeHuin Ans NnpeocTaBneHrs Unm 3anpeTa goctyna
K pecypcam Ha rimobanbHOM ypoBHe, YPOBHE KracTepa 1 ypoBHE MPOCTPaHCTBa MMeH. Monb3oBaTtenu

C AOCTynom K cepepy «boumaH» 6yayT BUAEeTb TONbKO CBOM COOCTBEHHbIE KNacTepbl UK NPOEKThI,

a [onornHuTenbHas M3onsumMs NPOCTPaHCTBA UMEH rapaHTupyeT 6€30NacHOCTb MHOIOMNosIb30BaTENbCKUX
knacTtepoB. [JenernpoBaHvue NnpuBUnIernii o3HavyaeT, YTto rnobanbHbli aAMUHUCTPATOP MOXET NpeoCcTaBUTb
OPpYyroMy nonb30BaTesto pa3peLleHme Ha Co30aHme KNnacTepoB, KOTOPbIe MOTyT BUAETh TOMBKO OH UM ero
komaHga. Takoe genermpoBaHne OTBETCTBEHHOCTU, a Takxke napaMeTpbl TOro, Kak 1 rae pa3BepTbiBaloTCs
KnacTtepbl, obecne4vmBatoT pa3paboTymkam 4OCTyn K HeobXxoaMMbIM pecypcam, rapaHTpys Npu 3TOM
Ge3onacHocTb Bcel cpeabl. [pepoctaBneHune knactepoB Kubernetes MoXeT ocyLLecTBRATLCA Yepes
nonb3oBartenbckun nHtepdenc, CLI unu API.

AOMuHucTpaTop «BoumaH» Takke MOXeT UCMOoNb30BaTh LWAaGMoHbI AN cTaHd4apTU3aumMm KoHdUrypauumi
KnacTepoB. «boumaH» rapaHTUpyeT, YTo Kaxabli KnacTep, KOTOPbIV OH cO34aeT Ha OcHoBe LwabroHa, byaeT
eOMHOo0bpasHbIM 1 NocrneaoBaTernbHbIM.

OpensShift

OpenShift — aTo ogHoknacTepHoe peLleHne, KOTOpoe AOMMKHO ObiTb pa3BepHYTO C MOMOLLbIO MPOrpamMmmbl
ycTaHoBku. OH He CoaepXnUT cpeacTs AN 3anycka HOBbIX knactepoB. OgHako Red Hat ACM
(mononHWTenbHasa NnaTHas ycryra) MOXeT pa3BepHyTb knactepbl OpenShift B Heckonbkux cpegax.

Tanzu

ABTOpM30BaHHbIE MOMb30BATENN MOTYT pa3BepTbiBaTh, HACTPaMBaTb 1 B3aMMOAENCTBOBATL C KrnacTepaMmu
TKG c nomoubto nnaruHa vSphere ansa kubectl. CamoctosiTensHoe pa3sepTbiBaHMe Takke AOCTYMHO Yyepes
Tanzu Mission Control (TMC).
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3.1.13 YacTHbI peecTp (registry) n ynpasneHue obpasamu:
o «bouyman» — 4
e  OpenShift —» 4

° Tanzu — 4

«BoumaH»

«BoumaH» coaepXXuT NOSHy0 NnoaaepkKy YacTHbIX peecTpoB. OH NpeaoCcTaBnseT BKNaaky
B MoMb30BaTeNIbCKOM MHTEpENCe, IAe Nosib3oBaTenyu MoryT BBECTM CBOM YYETHbIe AaHHble peecTpa.
OHu coxpaHsatoTcs kak Kubernetes Secrets 1 MCNonb3yoTcs Npy U3BNEYEHUM U3 YaCTHBLIX PEECTPOB.

OpenShift

OpenShift coaepXnT NOMHy NOAAEPKKY YACTHBIX PEECTPOB U BKIOYAET JIOKarNbHbIA PEECTP, UCMOMb3yEeMbIl
Ansa nokanbHO co3faHHbIX 06pa3oB. [JocTyn K flokaribHOMY PEECTPY UCNOMb3YET YYETHbIE AaHHbIE
3anpaluvBaroLLero nosb3oBaTens Npy onpeaeneHny paspeLleHnin. [JocTyn K BHELLUHUM peecTpamM UCMnonb3yeT
oc CLI gnsa cosganusa ImagePullSecrets n, no xenaHuo, NPUKPENSET UX K YYETHbIM 3anncam cryxo.

Tanzu

B vSphere ¢ Tanzu BcTpoeH LeHTparnbHbI peecTp Harbor, KOTopbIi MOXET ObITb BKIOYEH HA yNpaBrsoLeM
knacTepe. [Tocne HacCTPOKKM BCe nocreayoLmne Knactepbl MOryT NCNOMb30BaTh €ro Af15 YacTHbIX 06pasos.

Tanzu ucnonb3ayeT dyHKUMK, JocTynHble B Kubernetes ans fgoctyna k YacTHbIM U ayTEHTUULIMPOBAHHbBIM
peecTpam. MNonb3oBaTtenu AoMKHbI BPYYHYIO CO34aBaTh OGBbEKTbI YYETHbIX AaHHbIX peecTpa U NpuBa3bIBaTh
UX K pabounm Harpyskam, KoTopble GyayT KX UCMONb30BaTh.
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3.1.14 O6HoBEHME KNnacTepa u ynpaBrieHne BEPCUAMMU:
o «bouyman» — 4
e  OpenShift —» 4

° Tanzu — 2

«BoumaH»

«Bbouman» Kubernetes Engine 3anyckaeT Kubernetes B koHTenHepax containerd. OOHOBMNEHMS OTAENbHbIX
cnyx6 Kubernetes MoryT BeINONHATECS aTOMapPHO, C MOSHOM NOAAEMKKON OTKaTa K NpeablayLuM BEPCUSIM.
Bce obHoBneHns Kubernetes BbIMOMHAOTCSA C HYNEBbIM BPpEMEHEM NPOCTOS paboTatowmnx paboumx Harpysok.

lMonHoe o6HOBMEHNE 3-XHOLHOrO KracTepa 3anmMeT okorno 10 MUHYT. «BouMaHy BbinyckaeT OOHOBMEHUSI
6e30nacHOCTK B TeYeHMe ABYX HeAernb nocre Bbinycka komaHgon Kubernetes 1 HecpouHble 06HOBNEHNS
Kubernetes B TeueHue YeTbipex Heaensb.

«BouMaH» Takke NO3BONSET NPOBOAUTL OBOHOBMEHUS B Cpedax He UMetoLmnx JocTyn K nybnuyHomy Internet
(air-gapped).

OpenShift

OpenShift ucnoneayet onepatopbl Kubernetes ans paseepTtbiBaHWs 1 OOHOBINEHUS KOMMOHEHTOB KracTepa
Kubernetes. Bce o6HoBneHuns Kubernetes BbINONHAOTCS C HyNEBbIM BpEMEHEM NMPOCTONA paboTaroLwmx
pabouunx Harpy3ok. NMonHoe 06HOBMEHNE 3-XHOAHOTO KracTepa 3aMeT OKOMo 15 MUHYT.

Tanzu

TKGI nopgoepxuvBaeT o6HoBNeHNe knactepa ¢ nomowpbto CLI. O6HoBneHus npuesidaHbl kK Bepcun TKG CLI

1 TpebytoT, YTOOLI MONb30BATENN 3arpy3nNN 1 YCTaHOBMUIM BUPTYyasibHble MaLUVHbI U WabnoHbl 6a30BbIX
0bpasoB nepep BbiNonHeHNneM obHoBMNeHUs knactepa. OGHOBMNEHME KracTepa 3aMeHsAeT BUPTyarbHble
MaLLUMHbI U AOMKHO ObITh BbIMOMIHEHO CHavana Ha knactepe ynpaeneHus. B 4OKyMeHTauum Ha HECKOMbKMX
CTpaHuLax nepedncrneHbl NnpeaBapuTernbHble YCNoBKUS U 3a4a4um No nepeperncTpaumm nocrne o6HOBMEHMS,
4YTO MOXET cenatb NpPoLecc 0OHOBNEHMUS CNOXHBLIM A5 aAMUHUCTPaTopoB knacTtepa. OgHako 3aBUCUMOCTb
OT cepBepa yrnpaBreHns 1 KonmM4ecTBo HEOBXOAMMbIX LUAroB nogpasymeBaeT, YTo OOHOBMEHMe He ByaeT
yOO0OHbIM NS nonb3oBaTens.

KnacTepsbl, pa3sepHyTble Yyepe3 Tanzu Mission Control, MOXXHO OGHOBNATE Yepes STOT MHTepdelic.
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3.1.15 Storage Support / nogaepka XxpaHeHUs AaHHbIX:
o «bouyman» — 4
e OpenShift - 3

° Tanzu — 4

«BoumaH»

«BboumaH» ncnonesyet Longhorn (SDS ¢ OTKpbITEIM UCXOAHBIM KOAOM, yripasrsiemblt CNCF).

OpenShift

Red Hat nogaepxwuBaeT xpaHunuuwa in-tree n CSI ansa Kubernetes. OHM Takke NocTaBnsoT
pebpeHanpoBaHHbIM AMCTpMbyTMB RoOK, NpoekTa ¢ OTKPbITbIM UCXOAHBIM KOIOM, KOTOPbI obecneumBaeT
XpaHeHne KoHTenHepoB Yepe3 Ceph, n NooBaa, MHOroo6s1a4Horo nporpaMmMHo-onpeaensieMoro YpoBHs
xpaHeHus, koTopbin Red Hat nprnobpena B 2018 rogy. Kpome Toro, Red Hat nopgnepxumeaet NooBaa, Ceph

n GlusterFS 1 noatomy MmoxeT peanu3oBaTb cneundudeckue ansa OpenShift paclumpeHns ong aTux peLleHni.

Tanzu

Paboune Harpyskn VMware vSphere ¢ Tanzu MoryT ucnonb3oBaTtb xpaHunuiie u3 vSphere. Knactepbl Tanzu
Kubernetes Grid noctaBnsitoTcs ¢ knaccamu xpaHeHusa ansa Amazon EBS, Azure Disk unu vSphere Cloud
Native Storage (CNS), a Takke NFS n iSCSI. TKG.

3.1.16 Arm support / nogaepxka:
o «BboumaH» — 4
e  OpenShift — 0

° Tanzu — 0

«BoumaH»

«bouman» noggepxmBaeT yctaHOBKY Ha Arm64 n Arm7, 1 uMeeT NapTHEPCKUE OTHOLLEHWUSI
C Npon3BoaMTENAMIU Arm CEPBEPOB M TECHO COTPYAHUYAET C X KOMaHAaMU MHXEHEPOB NpY CO30aHUN
HOBbIX PErM30B.

OpensShift

OpenShift He nogaoepxmBaeT pa3BepTbiBaHWE Ha npoLieccopax Arm.

Tanzu

Tanzu He noadepxvBaeT pasBepTbiBaHUE Ha npoueccopax Arm.
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3.1.17 Airgap support:
e «boumaHn» — 4
e OpenShift —» 3

° Tanzu — 3

«BboumaH»

((EOLl,MaH)) nogaepXunBaeTt yCTaHOBKY airgap M BKIMKOYaeT ncHepnbiBavLWyO JOKYMEHTaUM O TOM, Kak co3aTb
YacTHbIN cepBep peecTpa 1 3anofHUTb ero Bcemu obpasamm, HeoO6XOAMMbIMU AN YCTAHOBKMU.

OpenShift

OpenShift nopaepxmBaeT yCcTaHOBKY airgap TONbKO Ha MHpacTpyKType, NpegocTaBiseMon nons3oBaTenem.
OH He nogaepXnBaeT yCTaHOBKY air gap Ha aBTOMaTUYECKN pa3BepHyTon obnavyHom HppacTpykType.

Tanzu

Tanzu Kubernetes Grid Integrated Edition (TKGI) nogaep>xuBaeTt ycTaHOBKY airgap. lNepepn BbinonHeHWeM
yCTaHOBKU paboyasi CTaHLmMs, MOAKIMOYEeHHas K VIHTepHeTy, AormkHa 3anyCcTUTb CLeHapuyin Ans Nony4yeHus
obpasoB 13 MIHTepHeTa 1 3anofnHeHns YacTHOro cepeepa peectpa B cpefe airgap. locne 3aBepLueHus 3Toro
aTana onepaTop MOXET OTKMIYMTb NOAKMYeHMe K VIHTepHEeTY 1 pa3BepHyTb KnacTep.
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3.1.18 Etcd backup and restore / pe3epBHOe KONMPOBaHWE N BOCCTAHOBIIEHUNE:
o «bouyman» — 4
e  OpenShift — 2

° Tanzu — 3

«BoumaH»

Bce knacTepbl, pasBepHyTble B «boumaH», aBToMaTU4eCKn pe3epBUPYIOTCA Ha foKarnbHoe XpaHunuile Yepes
perynsipHble NpoMeXyTk/ BpeMeHn. OnepaTtop MOXeT U3MEHWUTb 3TO Ha S3-COBMECTUMYIO KOHEYHYIO TOYKY.
Knactepbl MOryT ObiTb BOCCTAHOBIEHbI A0 NMIOOOro CHUMKa 13 NoNb30BaTeNnbCckoro nHtepdenca nnm CLI.
HA-pa3BepTbIiBaHus B «boumaHey» TpebyoT py4HOM HAaCTPOWKK KracTepa A5 BbINOIHEHUS pe3epBHOro
konupoBaHud. OHUM Takke MOryT 3anMCbiBaTbCH B NIOKaNbHOE XpaHunue nnn S3-coBMeCTVMYI0 KOHEYHYO
Touky. BocctaHoBneHne HA-knactepa TpebyeT pa3sepTbiBaHMSA HOBOro knactepa Kubernetes,
BOCCTaHOBMEHMUS Pe3EPBHON KOMNUU 1 BbINOMIHEHWS HOBOW yCTaHOBKN «boumaHay. o 3aBepLueHun Bce
yAaneHHble knactepbl Kubernetes nepenogknoyartcs K HOBOMY KracTepy.

OpenShift

PesepBHoe konupoBaHue knactepa OCP4 tpebyeT pyyHOro Bxoa B y3en ynpaBreHus 1 BbINOSTHEHUS
cueHapusi. XOTsl 3TO MOXXHO aBTOMaTU3MpPOBaThb C MOMOLLbIO Cron, B HEM He NPeAyCMOTPEHO COXpaHeHne

Ha y[arneHHyt KOHeYHyto TouUKy. B pesynbTtate agphekTBHOE peLLeHre No pe3epBHOMY KONMpoBaHuio byaeT
3aBMCeTb OT orepartopa, KoTopbii OyaeT ero paspabaTbiBaTtbh, ycTaHaBNMBaTh U NoaaepXuBaThb.

Tanzu

Tanzu pekomeHayeT Velero, pelleHne Ansi pe3epBHOro KONMpPOBaHUSA C OTKPbITbIM UCXOAHBIM KOLOM,
nogaepxunsaemoe VMware. Onepatopbl MOryT ycTaHOBUTb Velero n cosgaeaTtb pe3epBHbIe KOnun
MeTadaHHbIX KnacTepa, KoHurypaumm paboyen Harpyskun n AaHHblX paboyen Harpy3kn. 3T pesepBHble
Konum moryT BblTb BOCCTaHOBIEHbI B HOBOM KnacTepe. Hanpumep, Velero moxeT co3gaBaTb pe3epBHble
Konum paboymnx Harpy3ok 1 gaHHbIX Nonb3oBaTenen Ha knactepe ynpasneHus TKG, HO He MOXeT co3aaBaTb
pe3epBHbIe KONMM COCTOAHMSA CamMoro KnacTepa.
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3.2 besonacHocCTb, ynpaBneHne NoiMTMkaMm 1 nonb3oBaTensiMm

3.2.1 Active Directory n lNogaepxka LDAP:
o «bouyman» — 4

e  OpenShift —» 4

e Tanzu—4

«BoumaH»

«boumaH» Hanpsamyto nHterpmupyetca ¢ Active Directory, Azure AD, OpenLDAP, FreelPA, OAuth-
nposangepamu, Takumm kak GitHub, n SAML-npoargepamun, Takumm kak Keycloak n Okta. KoHdurypaums
WHTErpauumn NnponcxoauT Ha rnobanbHOM ypOBHE, NMOCE Yero nonb3oBaTeny CTaHOBATCS AOCTYMHbIMM
Ons HasHaveHus Ha ponn RBAC.

OpenShift

OpenShift 3anyckaeT BHyTpeHHUN OAuth-cepBep 1 NPOKCUPYET CBA3b C HECKOSbKMMU BHYTPEHHUMM
npoangepamn. OH NogaepxmMBaeT COBMECTMMOCTb € npoBangepamu Ha ocHoBe LDAP, Keystone, OpenID
Connect n OAuth, a Takke npegocTtaBnsieT MHTepdenc Ans 6a3oBon ayTeHTUGOMKALMM U BHELLHMUX CUCTEM
ayTeHTUunkaumnm.

Tanzu

Tanzu Kubernetes Grid Bknto4aeT NPOeKT C OTKPbITLIM MCXOAHbLIM KogoM Pinniped, koTopbli o6ecneunsaeT
ayTeHTMdMKaLMo No OTHOLLEHMIO K MpoBangepam, nogaepxvsatowum LDAP n OIDC.
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3.2.2 Monutnkmn 6esonacHocT ceTein 1 Noaos:
o «bouyman» — 4
e OpenShift —» 3

° Tanzu — 2

«BoumaH»

«boumaHn» nogaepxmsaeT koHdurypaumo Pod Security Admission (PSA) Ha rmo6anbHom yposHe. LLlabnoHbl
PSA 3aTem HasHavaloTCA HMXKECTOSLWMUM KracTepam. 3To obecrneymBaeT COOTBETCTBME U CHUXKAET PUCK
YeroBeYecKo OLLNGKM Npy M3MeHeHMU NonuTUK. PSA MOXHO co3gaBaTh M pefakTMpoBaTh Yepes
nonb3oBaTenbCckunii nHTepdenc. «boumaHy» Takke noctaBnsaeTcs ¢ kyverno — pelueHnem ¢ OTKPbITbIM
MCXOOHbIM KOAOM A5 ypaBlieHns Ha OCHOBE NONMUTUK Ans knactepos Kubernetes.

OpenShift

OpenShift ucnoneayet Security Context Constraints ansi BbinonHeHust dyHkUmmM obbekta Pod Security Policy
B Kubernetes. OH cogepxuT HagexHyto peanusdaumio SCC ans knactepa. SCC MOXHO pefakTupoBaThb TOMbKO
C nomolLLbio koMaHabl oc B CLI. OpenShift BknowaeT noaaepkky ceTeBbIX NOMUTUK U HECKOMNBKUX ceTern pod
anst usonsiummn tTpadmka. OH Takke obecrnednBaeT onepaTtopamM COOTBETCTBME TPeOOBaHUSAM (Yepes NpoeKT

C OTKPbITbIM UcxogHbIM kogom OpenSCAP) 1 LenocTHOCTb hainoB (Yepes MPOEKT C OTKPbITbIM UCXOLHbIM
kogom AIDE).

Tanzu

Tanzu Kubernetes Grid Integrated Edition (TKGI) TpebyeT ncnonb3oBaHnsi COGCTBEHHbIX MONUTUK
6e3onacHocTn PodSecurityPolicies (PSP) ons passepTbiBaHusA paboymx Harpy3ok B knactepe Kubernetes.
OpHako 3TO MOXET HeEraTUBHO MOBNUSATL Ha pa3BepTbiBaHWUs U3 Helm nnv onepatopos, koTopble Nnbo

He MMeIT HacTpoeHHbIX PSP, nubo 3anpalvBaoT 6ornee BbICOKMI yPOBEHb JOCTYNa, YeM NpeaocTaBnget
PSP no ymonuanuio. Kpome Toro, Pods, 3anyLeHHble B vSphere, OnncbIBalOTCA Kak «HECOOTBETCTBYOLLME»
n He nogaepxusatoT PodSecurityPolicies.

TKGI ncnoneayet Antrea (no ymon4yanuio) unm Calico ansa pabotsl ¢ ceTbto. Oba nogaepkmBatoT BCTPOEHHbIE
NetworkPolicies Kubernetes, n o6a Takxe nmetoT cBom cob6CTBEHHbIE pPaCLUMPEHNS CETEBOW NOSNUTUKMN.

Tanzu Mission Control (TMC) nogaepxuaeT kak PSP, Tak 1 nonutunkyn 6e3onacHocTu, HaBs3biBaemble
Open Policy Agent (OPA). HecmoTpsi Ha oTKpbITbI ucxogHbIv kogd, VMware Bkntovaet OPA Gatekeeper
Tonbko B Advanced n 6onee nosagHue Bepcun TMC.
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3.2.3 HactpanBaemoe cobtofeHne KOHTPOIbHbLIX NokasaTenen
6esonacHoctn CIS Benchmark:

e «bouman» — 4
e OpenShift —» 3

° Tanzu — 2

«BoumaH»

«boumany nogaoepxmBaeT ckaHnpoBaHue CIS Ha ntobom knactepe Kubernetes, Bkntovas Yandex, VK, bare-
metal. lHcTpymeHT ckaHupoBaHusa CIS nerko JocTyneH B Nonb3oBaTeNbCckoMm uHTepdence «bouman»
N MOXeT ObITb pa3BEepPHYT C NOMOLLBIO Anarpammbl Helm.

OpenShift

KoHTponbHble nokasdatenu CIS goctynHel ana OpenShift B pasgene CIS Kubernetes Benchmarks.

Tanzu

CkaHunpoBaHue 6e3onacHocTn Ha cooTBeTCcTBUe aTanoHam CIS ana Kubernetes goctynHo yepes Tanzu
Mission Control (TMC) nnu ¢ nomousto Compliance Scanner ana VMware Tanzu (6biBLumi Pivotal
Compliance Scanner).
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3.2.4 RBAC nonutuku:
o «bouyman» — 4
e  OpenShift — 2

° Tanzu — 3

«BoumaH»

«BoumaHy nossonseT KoHUryprpoBaTh 1 noaaepxunsatb nonutukn RBAC Ha rmobansHoOM ypoBHe

B MONb30BaTeNbCKOM nHTEpdence. Monutukm cywecTaytoT anga yposHer Global, Cluster n Project,

1 B JOMONHEeHMe K WwabnoHam, KoTopble npegocTtaBnseT «boumaH», nonb3oBaTeny MoryT co3gaBatb
GecKoHeYHOe KONMMYecTBO LWAabNoHOB A11S onpeaenieHnsl HOBbIX ponei. bornee Toro, nonb3oBaTtenbckue
LWabnoHbl MOTyT HacneoBaTbCs OT CyLLECTBYHOLLMX LWABNOHOB AMsi CO34aHUsA nepapxum nerko
NOAAEPKNBAEMbIX pa3peLLeHu.

OpenShift

OpenShift ncnonbayet BcTpoeHHyto RBAC Kubernetes, ynpaBneHne KoTOpon OCyLLLECTBMASIETCH C MOMOLLbIO
KoMmaHgpbl oc. OH He BkrtovaeT ynpasneHve RBAC vepes nonb3oBaTensCckuii MHTEpAeric.

Tanzu

Tanzu Mission Control (TMC) cogepxuT koHdurypaumo RBAC anst opraHnsawmm, KrnacTepHow rpynnbi

1 06bEKTOB MPOCTPAHCTBA MMEH, XOTS OHWU He NepeBeAeHbl HenocpeacTBeHHO Ha 06bekThl Kubernetes RBAC.
KnacTtepbl, pa3sepHyTbie ¢ nomowbto Tanzu (TKG), nogaepxuBatoT cTaHAapTHble 06bekThl Kubernetes

C pacLuMpeHnsMu, KOTopble MPUBSA3bIBalOTCA K nonb3oBaTtenam vCenter Single Sign-On unu HacTpoeHHOMY
koHHekTopy OIDC gnsa knactepa.
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3.3 O6wue MHCTPYMEHTbI N CEPBUCHI

3.3.1 KaTanor npunoxeHun:
o «bouyman» — 4

e  OpenShift —» 4

e Tanzu — 2

«BoumaH»

KaTtanor npunoxeHun «bouman» pacwmpseT Helm, 4Tobbl NpeaocTaBUTb NONb30BaTENAM JIETKO MOHATHbIN
NpoLecc YCTaHOBKM NpuUnoxeHui. Kpome Toro, oH MHTErpupyeTcs ¢ niobbiM BHELWHUM peno3uToprem Helm,
npenocTaBnss Nonb3oBaTeNsiM BO3MOXHOCTb YyCTaHaBNMBaTb NPUNoxeHus 13 mnobon cuctemol. Ong
BKITHOYEHWs B KaTarnor npunoxeHuin «boumaH» Tpebyetca Helm 3.0.

OpenShift

OpenShift uHTerpmpyetca ¢ Red Hat's Operator Hub, kyprpyembiM CnvckoM NPUNOXEHUA, KOTOpPble OTBEYaloT
TpeboBaHuam Red Hat gns BkntoyeHus. MNMonb3oBatenu MoryT ycTaHaBnmeaTth npunoxexus ns Developer
Catalog, a agMuHucTpaTopbl MoryT Aob6aensaTb HoBble peno3utopun Helm B Developer Catalog yepes CLI.

Tanzu

Tanzu Application Catalog (TAC) — 370 gononHuTenbHas nnaTHas ycnyra, ¢ MOMOLLbI KOTOPOW onepaTopbl
MOryT CcO3[jaTb NakeT NpuUNoxeHui, kotopbii TAC oTcnexveaeT, 0OHOBMSET, TECTUPYET U pa3BepTbiBaeT

B JIOKanbHOM peecTpe AJ1s1 UCNOMb30BaHUs NoKanbHbIMY pecypcamu. 3Ta ycryra umeeT 6a3oByto

1 pacLUMpeHHyo Bepcum, AOCTYMNHbIE NO NOANUCKe.
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3.3.2 Provision/ Terraform / Ansible:
o «bouyman» — 4
e  OpenShift — 2

° Tanzu — 2

«BoumaH»

«BoumaHy nopgpepxmBaeT npoBavigepa Terraform, No3BonsAs NoNb30BaTENSIM pPa3BepPThIBaTbL M YNPaBnsATh
nnatcopmon, ncnonb3ysa npuHumnel Infrastructure as Code (laC). HecmoTps Ha oTcyTcTBME 0dhnLmanbHOM
WHTErpauumn ¢ Apyrumn peteHnamm, otkpbiteli APl «bouMaH» 1 ncnonb3oBaHne KOHTEMHEPOB yrnpoLlaoT
MHTErpauuio ¢ Takumm peweHusmu, kak Ansible, Puppet, Chef, rpynnel aBTomacwtabuposanus AWS, cloud-
init UMK gpyrmue cTparerMn nHULMannsaumm.

OpenShift

OpenShift ucnonbayet Terraform anga yctaHOBKKW, HO AenaeT 3TO NyTEM BKIIHOYEHUSI NPOrpaMmbl YCTAaHOBKM
Terraform n Bcex ckpunToB B OMHapHbIN hann nporpaMmmbl YCTaHOBKU. OHM HE BUAHbI NMONb30BaTENO U He
OOCTYMHbI ANS BKIFOYEHUS B KOPNopaTMBHbIN padounii npouecc laaS.

Tanzu

HeB03MOXHO pa3BepHyTb knactep ynpaenenus Tanzu Kubernetes Grid (TKG) uepes Terraform. OgHako
onepaTopbl MOryT pa3BepHyTb rocteBor knactep TKG v nogkntounTb ero k vSphere ¢ nomoubto K8s Provider
ana Terraform. OTo oTnnyaeTcsa OT pa3BepThiBaHWS KracTepa ynpasneHus UM Ha3HavyeHus cynepBn3opHoro
Knactepa vSphere B kavecTBe knactepa ynpasnenus TKG, n, XoTs 9To BO3MOXHO, Takon MeTOA
pa3BepTbiBaHUSA He NOAAEPKMBAETCA.
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3.3.3 CI/CD:
o «bouyman» — 4
e  OpenShift —» 4

° Tanzu — 2

«BoumaH»

«BoumaH» nHTerpupyetcs ¢ nobon cuctemon CI/CD, koTopas pabotaeT ¢ Kubernetes. Ecnu y nonb3oBartens
ewe HeT cuctemnl CI/CD, oH moxeT ncnonb3oBatb «bouman» Continuous Delivery («bouman CD»), koTopas
BKkrtovaeT B cebsi ucnonb3oBaHue «bouman» project Fleet. «boumaH CD» — 370 nogxog Ha ocHoe GitOps,
KOTOphI MO3BOMSET NOSMb30BaTENSIM 3(PEKTUBHO YNpaBnsATb pabovymmm npoueccamMm Knactepos

B Macwitabe. Jltobble n3ameHeHns, BHOCUMbIE B KNacTepbl, MPOXOAAT Yepes LeHTPann30oBaHHbIA KOHTPOSiep
Fleet, koTopbIi UMeeT gocTyn k penosutoputo Git, KOHOUrypauusiM 1 Ha3HaAYEHUSIM KracTepoB. JTO
rapaHTMpyeT, YTO NpaBUIbHbIA kog ByaeT NPUMEHEH K NPaBUSIbHOMY MPUSIOXKEHNIO Ha HY)KHOM KracTepe.
Fleet BkntoueH B «bouman» n moxeT ObITb yCTaHOBNEH Ha ntobon knactep Kubernetes yepes Helm.

OpenShift

OpenShift paboTtaeT ¢ nobo cuctemon CI/CD, koTopasi paboTaeT ¢ Kubernetes. Kpome Toro, oH
nocTaenseTcs ¢ PyHKUUAMMN 4Nis co3naHusa obpa3oB KOHTENHEPOB BHYTPM knacTepa, cuctemon CI/CD,
OCHOBA@HHOW Ha NPOEKTE C OTKPbITbIM UCXOAHbLIM KogoMm Tekton, n paboynm npoueccom GitOps, OCHOBaHHbLIM
Ha NpPOoeKTe C OTKPbITbIM NCXOAHbIM Kogom Argo CD.

Tanzu

Komnanus VMware o6beamHuna HECKOMbKO PELLIEHUA C OTKPbITbIM UCXOL4HBbIM KOLOM B NIATHYH Cryx0y
Tanzu Build Service, koTopasa no3sonset paspaboTymkam Mcnonb3oBaTh Mobown knactep Kubernetes (B Tom
yncne v He 13 Tanzu) Ans co3gaHus obpasoB KoHTerHepoB. OHM Takke 06beaunHunm Cl-gemkok Concourse
C OTKPbITbIM UCXOAHbIM Kogom B Concourse for VMware Tanzu. Knactepbl Tanzu Kubernetes 6yayTt pabotaTb
¢ nobown cuctemonm CI/CD, koTopas pabotaeT ¢ Kubernetes. Tanzu He npeanaraet MHTErPUPOBAHHOIO
pelweHns GitOps.
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3.3.4 PaclumpeHHbIi MOHUTOPUHT:
o «bouyman» — 4
e  OpenShift —» 4

° Tanzu — 2

«BoumaH»

«BoumaHy noctaBnseTcsi ¢ 6a30BbIM MOHUTOPUHIOM, aKTUBUPOBAHHBLIM MO YMOMYaHWi0. AOMUHUCTPATOPbI
KnacTepoB MOTYT BKIMIOYUTb PACLUMPEHHbBI MOHUTOPUHT OAHUM LLIENTYKOM MbILLM B NOfIb30BaTENbCKOM
nHtepdence «bouymanay. MNnatdopma passeptbiBaeT Prometheus n Grafana Ha ypoBHe npoekTa v kractepa,
N yCTaHaBnNMBaeT NpeaABapUTENIbHO HACTPOEHHbIE MH(POPMALIMOHHLIE MAHENW, KOTOPbIE Cpa3y Xe
obecneunBaloT BUANMOCTb onepaumn knactepa. Nonb3oBaTtenu MoryT nonyyunte goctyn k Grafana v yBuageTb
METPVKM ANS PECYPCOB, K KOTOPbIM OHM uMmetoT gocTtyn. OHM Takke MOryT 3aKOMMEHTMPOBaTb CBOM paboyne
Harpysku, 4tobbl Prometheus Havan cobupaTb C HMX NONb30BaTENbCKME METPUKN.

OpensShift

OpenShift noctaBnsetcs ¢ Prometheus v Grafana, akTMBMpoOBaHHLIMU MO YMOMYaHWio, C NPeABapUTENbHO
HaCTPOEHHbIMM OMOBELLEHUSAMMU U UHDOPMALIMOHHBIMI NaHensaMu. HaunHas ¢ Bepcun 4.7, agMUHUCTPATOPSI
KIacTepoB MOTYT aKTUBMPOBATb MOHUTOPUHT MOJIb30BaTENIbCKMX Paboyumnx Harpy3ok U3 Toro e cTeka.

Tanzu

Tanzu He BKNIOYAET MOHUTOPUHI UMK BU3yanu3aumio no ymonyaHuo. PekomeHgyemoe komnaHven VMware
peLLeHne ans OonoNHUTENbHOrO MOHUTOPMHra Tanzu — paseepTtbiBaHue VMware Wavefront,
JononHuUTenbHas NnaTHaga ycnyra.

3.3.5 AnepTbl 1 yBe4OMIEHUS:
e «Bbouman» — 4
e  OpenShift —» 4

° Tanzu — 1

«BoumaH»

«BoumaHy nopgoepxvBaeT oTnpaeky onoBeleHuii B Slack, PagerDuty, WeChat, anekTpoHHyt0 no4Ty unm
nobown NyHKT HasHayvyeHnss webhook. YBegomneHnst MoryT 6bITb HACTPOEHBI HA YPOBHE KriacTepa 1 nNpoekTa,
YTO NO3BOMSET AeNnerMpoBaTe OTBETCTBEHHOCTb 3a COObITUS MPUITOXKEHWSI OTBETCTBEHHBIM KOMaH4aMm.

OpenShift

OpenShift no3eBonsieT agMmMHMCTpaToOpam 1 NpUBUIIErMPOBaHHbLIM MOSb30BaTENAM CO34aBaTh M yNpaBnATb
OnoBeLLeHNsIMY ANs NnatdopMbl U paboyumx Harpy3ok nonb3oBatenei. 1o ymonyaHuo onoBeLLeHust BUOHbI
TONBbKO B MOMb30BaTeNbCKOM MHTepdberice, Ho OpenShift nogaepxuBaeT oTnNpaBKy ONOBELLEHMIA HA adpeca
PagerDuty, Slack, Email nnn Webhook.

Tanzu

OnoBeLLeHnst 1 yBegoMreHust gocTynHbl Yepe3 VMware Wavefront, otaensHoe nnaTtHoe pelleHve
07151 MOHUTOPKWHTa, UIn Yepes pyyHyt HaAcTponky koMmnoHeHTa Alert Manager B Prometheus.

3.3.6 BHelHas gocTtaBka Nnoros:

o «BoumaH» — 4

e OpenShift —» 4

° Tanzu — 2
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«BboumaH»

«BboumaHn» ana BeeHus fioroB UCNonb3yeT COBCTBEHHbIV OnepaTop AN BeAeHUs ToroB Ha nnatdgopme.
Fluent Bit ncnone3yetcsa ansa arperaumm noros, a Fluentd — ans dpuneTpauum coobLyeHnn 1 mapLupyTusaumnm.
YcTaHoBKa NpOTOKONMPOBaHNS A5 ynpaBnsemoro knacrtepa «boumaH» BbinonHaeTcs 6bICTPO 1 NPOCTo,

Ansa atoro TpebyeTcd Bcero oamH wenyok meiwm B Cluster Explorer. AOMUHUCTpaTOpbl MOFYT ONpeaenuTb
BMAUMOCTb XXYpPHaroB C NOMOLLbIO ABYX OOCTYMNHbIX ponei: logging-admin, koTopas AaeT NofHbIA AOCTYnN

K NOTOKam C MMeHaMu 1 BbixodaM, unu logging-view, kotopas AaeT JOCTYN TONbKO K MOTOKaM C UMeHaMW.

OpenShift

ApmuHucTpaTopbl MoryT pa3BepHyTb OpenShift Elasticsearch Operator n OpenShift Logging Operator.
lMocne ycTaHOBKM XypHanbl cobMparoTes, XpaHAaTcs 1 BU3yanuaupytoTtes ¢ nomolsto Fluentd, Elasticsearch
n Kibana. XKypHanbl Takke MoxHo nepecbinate Yepes Fluentd, syslog nnu cobcteeHHbI npoTokon Red Hat
API. BugumocTb xypHanoB cooTBeTCTByeT paspelweHuam RBAC onsa nporpaMmmMbl mpocMoTpa.

Tanzu

Knactepbl Tanzu Kubernetes Grid (TKG) nogaepxuvBatoT oTnpaBky XypHarnos yepes Fluent Bit unu kak
komnoHeHT VMware Wavefront (nnatHoe gononHeHne). HecMoTps Ha OTKpbITbIN UCXOAHbIN Kog, VMware
yctaHaBnvBaeT Fluent Bit kak cobcTBeHHOe paclumpeHve TKG.

3.3.7 Windows container support / nogaepxka koHTerHepa Windows:
° «BoumaHn» — 0

e OpenShift » 4

e Tanzu—0

«BoumaH»

«BboumaH» He BKNOYaeT NPON3BOACTBEHHYIO NOAAEPXKKY A58 ucnonb3osBaHus cepsepos Windows
B knactepax Kubernetes n passepTtbiBaHusa kKoHTenHepoB Windows.

OpensShift

OpenShift (OCP4) BkntoyaeT NpoM3BOACTBEHHYIO NOAAEPXKKY AN ncrnonb3oBaHusa cepsepos Windows
B knactepax Kubernetes n passepTtbiBaHusi KoHTeHepoB Windows.

Tanzu

Tanzu Kubernetes Grid (TKG) — aTto pebpeHanHrosoe HassaHne VMware Enterprise PKS (Pivotal Container
Service). Xota nogaepxka koHTenHepoB Windows B PKS 6bina 6eTta-Bepcuert B ekabpe 2019 roaa,

B AokymeHTaumm TKG HeT nHgopmaumm o passepTbiBaHMM paboumx Windows nnm KOHTEMHEPHbIX paboumnx
Harpy3ok Windows. Kpome Toro, ccbinku Ha 6eTa-Bepcuto nogaepxku B gokymeHtaumm TKGI v1.8 6binum
yAaneHbl 13 gokymeHTtaumm v1.11. [ pyrux cCbifiok Unu yKkasaHuii Ha nogaepx Ky koHTerHepos Windows

B fOoKymeHTauum v1.11 He oBHapyXeHo.

3.3.8 Noppepxka Integrated Service Mesh:
o «BboumaH» — 4
e  OpenShift - 3

° Tanzu — 1

«BoumaH»

«bouymaH» noctaensert cilium u Istio B Buge komnoHeHta CNI, koTopble o6beanHstoT Pilot, Citadel, Galley
N NHXeKTop sidecar.
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OpenShift

OpensShift npegoctasnseT Istio, mogndurumnposaHHyto Red Hat gns padotel B OpenShift. XoTs
YHKLMOHarNbLHO OHa noxoxa Ha Istio, oHa He ByaeT pasBMBaTbCs Tak ke ObICTPO, kKak TemMn Bbinycka Istio.

Tanzu

VMware npogaet Tanzu Service Mesh (TSM), cobCTBEHHY CETKY, MOCTPOEHHY0 noBepx NSX n JOCTynHyt0
yepes nnatdopmy VMware Cloud Services.

3.3.9 Enterprise SLA:
e «BboumaH» — 4
e OpenShift — 2
e Tanzu—2

«BboumaH»

MpenocTaBnsieTcst KopnopaTuBHas nognucka Ha «boumany». [1Be onuum noaaepkku ot BeHgopa —
«CtaHgapT» (9x5) n «Mpemuym» (24x7).

OpenShift

Red Hat o6ecneuvBaeT nogaepxky OpenShift n cteka nporpammHoro obecneyeHmst Red Hat. OgHako mHorne
KomnoHeHTbl OpenShift He MoryT 6bITb M3MEHEHBI UK UCMONb30BaHbl BHE NnapaMmeTpoB Red Hat 6e3 oTMeHb!
nogaepxkn. Kpome toro, mogens nogaepxkm Red Hat npegycmatpuBaeT CTOMMOCTbL BUPTYanbHOro 84pa,
NMoaToMy Kaxaoe oOHOBIeHMe cpeapbl KIMeHTa yBenMyuMBaeT CTOMMOCTb NOALEPKKMN.

Tanzu

VMware npegnaraeT NoAAepXKKY coobLLecTBa (HeonnavymBaemyo), nogaepxky Premium Support
(BKNIOYEHHYIO B NOAMWCKY UMW NIULIEH3UIO), @ Takke Ooree BbICOKMI yPOBEHb, BKITHOYAKOLLMIA CneumanbHOro
TEXHWYECKOro MeHemxkepa no pabote ¢ knveHTamu (TAM) gns «6onee BbicTporo pelueHnsi npobnem

N TEXHUYECKOro pykoBoAcTBay. [Npemuym-nogaepkka BKITOYaeT KPYrioCcyTOYHbIA 4OCTYN ANs peLleHns
npobnem 1-i cTeneHn TAHKeCTH.
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